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B Company profile

DGM-Security Solutions is a innovative working company there
develop secure system solutions with our partners, based on new
technologically initiative to be used within supply chain logistics,
surveillance, track and trace and product security in our core
business area *Dangerous goods and hazardous substance?’

DGM-Security Solutions main business area is to bring and
Integrate Web-service information's in connection with silicon:
(Access to legislation from a secure silicon RFID-tag).

-Safety for people and environment!
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. ViSION: Our vision - the future we are striving for - is that:

- Our customers acknowledge us as the leading system supplier
and collaborator when it comes to high-quality solutions with
RFID & Nano technology - both in terms of performance and to
the ensure “Safety for people and environment””

- The rest of society local as global recognises and regards DGM-
Security Solutions with respect as a result of our responsible
conduct in relation to the laws of society, the principles of
democracy, as local traditions and the environment - as well as
our relations to the people whose lives and security circumstances
we touch in connection with our technology concepts.

- We master advanced technology to gain value and benefit for our
customer solutions and all our other interested partner.
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B Core value

- We will build our business on trust.

- We will be a secure and reliable choice for our customer,
supplier and collaborator.

- We are enthusiastic for new technology and that, this can do for
people, environment and our society.

- We will be global in behaviour, with local strength and presence
through our sales partner the “DGM network?”

- We will be environmental and social responsible.

- We will with our vision and Core value in DGM-Security
Solutions ”2Safety for people and environment!”’as foundation,
live up to the expectations:

Be a responsible global collaborator.
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B Mission

That is our mission in co-operation with strategically selected
Partner, successful develop and market supply chain logistics

and integrate secure products surveillance solutions of high quality,
On the most current administrative system platform like AS 400,
SAP, Navision,Microsoft, national as Global.
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B Three stratedgic quidelines

1. Innovation, powered from the market: solutions to be solve
by DGM Security Solutions or through strategic alliances.

2. Globalization.

3. Productivity powered of TOM ( Total Quality Management.)
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B Strateqy
Legislation is our foundation:

To offer the market solutions and services there will enter into as a part of the
value creating process in our customers value chain.

To implement secure and safe solutions in collaboration and in accordance with our
customers wish and satisfaction.

To secure visibility and show the possibilities for value adder to our customers own
business by using our solutions.

To take active part together with our customer there have hazardous substances in
there products and give them statutory correct transport/warehouse information to
implement safe routine after, when handling hazardous substances and/ or
dangerous goods in warehouse storage, transport or other form for shipment.
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I RFID-Logistic // Nano technology

. Organisation FCC Holding a/s ‘ I Services to thewhole

Adm. Director Finn C. Clausen DGM Network
|

trottersals DGM-SDG a/s
Director Software development
Poul K raskow Adm. Directors HT /7 FCC

Daily Manager
Kurt G. jensen

a

o
»

trotézrsjtsa/s trottv\(/a(r;a/s DGM Nordic IA ‘I DGM World Wide
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Denmark Denmark Adm. Director FCC I I network
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DGM Norway DGM Norway DGM Norway DGM Denmark DGKMarg/\ézden DGM Finland
STV/BGO North (TRD) Odo CPH/BLL Goteborg Helsinki
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B Organisation

1. DGM Poland
In process now

2. DGM Germany
Will come in process
3Q-2007 / 4Q2007

3. DGM Baltic Countries
Will come in process
3Q 2007 / 4Q 2007

4. DGM Stockholm
Arlander Air port
Will come in process
2Q 2007.

- Innovation with Nano Technology

Finn C. Clausen

DGM-System

And
Kurt G. Jensen

DGM Security Solutions

RFID-Logistic DGM Nordic
Nano technology Denmark
" DGM Around the Baltic sea
FCC Holding a/s
Adm. Director Finn C. Clausen

DGM

Support

DGM Nordic
Adm. Director FCC

DGM-SDG a/s
Software development
Adm. Directors HT / FCC

I Holland

DGM World Wide

Network (34) offices

Ve

l:

Product developmeny

1 D

Product development

DGM / KBH / Head offices
Denmark

| |
II DGM Oslo / Head office I I

Denmark

1

I DGM 7/ Billund

Norway

DGM STV/0OSLO DGM Stavanger / Head office
Norway (JV) DGM North Norway

I DGM Sandefjord

Norway
I DGM Bergen I
| | |

I DGM Finland / Head office II DGM Germany / Head office II

Norway
DGM Poland II DGM Karlstad / Head office I

Sweden

DGM Estonia
(JV) RM and FCC

|

DGM Latvia |

u

-

1 DGM Lithuania |

| DGM Hamburg I DGM Géteborg
Sweden
I DGM Frankfurt
DGM Stockholm
| DGM Leipzig I Sweden

Under development




DGM Around The Baltic Sea

DGM Bergen
. . Sales office DGM Nord AS
DEM Nordic & Baltic P.0.Box25 Flesland Head offise

Head office region north
Essen 9, DK-6000 Kolding
Denmark

Tel.: +45 75575333

Fax: +45 75575081

N-5269 Bergen Airport
Tel.: +47 55117200
Fax: +47 55117201

DGM Stavanger AS Head OKjce
Maksi Terminalen
Flyplassceien 178 P.O.Box25528
N-4055 Stavanger Airport

DGM Denmark

Head office Denmark dRay &
Kirstinehgj 17 Tel. TIRgL715540 ¥
DK-2770 KaStrUp Fax: +47 51798544~
Tel.: +45 32527690
Fax: +45 32527890

DGM Billund Sales Office
Cargo Centervej 77
DK-7190 Billund Denmark
Tel.: +45 76659690

Fax: +45 76659890

DGM Germany Flensburg
Under development

DGM Hamburg
Under development

DGM Leipzig
Under development

DGM Frankfurt
Under development

| N
11 N

Germany Norway Finland

DGM Oslo AS
Sandefjor
Sales office
Norway

Latvia

DGM Oslo AS
Flyspeditgrenes Senter
N-2061 Gardermoen
Oslo Norway

Tel.: +47 63947670
Fax: +47 33015311

[
Esonia

DGM Finland OY
Sinikellontie 4

FI-01300 Vantaa Finland
Tel : +358 10 4240 500
Fax: +358 10 4240 502

X DGM Goteborg AB

N Sales office
Flyfraktterminalen
Box 2021

SE-43811 Landsvetter
Sweden

Tel : +46 31 947900
Fax: +46 31 947970

DGM Stockholm
Sales office Sweden
Under development

DGM Karlstad KSD
Head office Sweden
Regementsgatan
653 40 Karlstad

DGM Estonia Tallinn
Under development

DGM Latvia
Under development

DGM Lithuania
Under development

DGM Poland
Under development

Lithuania Poland
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Safety in Transport
And

-Safety for people and environment!
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acanns Mayday... mayday...
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lhat was in.the bt

Shipibiaze raises hazardous cargo concems |
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iﬁ" a bit late to call the

SOLUTIONS COaSt G uard " e
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Safety In Transport

Glom,

R oors... UPS...
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= Chemical reaction..?
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Safety In Transport
this could happen,
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Guess what...
In spite of all precautions,
this can also happen with

Air Cargo...!

Or on a normal flight...!
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a simple battery...
soLurions Counterfeit ???
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So there are aneed for our
Servicesin
Security solutions
And help with
Counterfelt prevention
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The counterfeiting industry will grow from US $500
billion to US $2 trillion in the next 20 years.

Product Authentication for brand Owners and manufactures.

If terrorism did not exist, counterfeiting
would be the most damaging criminal act
of the early 21st century.

Every year counterfeit products and illegal
overruns rob companies & governments of
hundreds of billions of dollars and counterfeit
drugs & spare parts kill thousands of people.

We connect secure RFID-technology to logistics solutions
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INTRODUCTION
TO RFID-tag
TECHNOLOGY

COUNTERFEIT-
PREVENTION

SUPPLY CHAIN
LOGISTICS

TRANSPORT
ADR/IATAZIMDG

TRACK AND
TRACE

Tag-it to logistic
Tag-it from web

WAREHOUS
LOGISTICS

HIGH RISK
PRODUCTS

DANGEROUS
GOODS

VALUABLES

WEB-SERVICES

HOW TO START

We connect secure RFID-technology to logistics solutions
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® RFID
@Technology
® 3
@ solutions |
@counterfeit

“The way to be safe is never to be secure”’
(Benjamin Franklin)

Tag-it to logistic
Tag-it from web

1

Member of the Dangerous Goods Management network

- Innovation with Nano Technology

Secure RFID
Technology
For
Supply Chain Logistics

Dangerous goods
and
Hazard substances
to
- the production industry
- the transport industry
- trade and warehouse

All transport mode
ADR/IATA
IMDG/RID

We connect secure RFID-technology to logistics solutions
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Mobile solutions

@Technology

Supply Chain

Logistics
With VMS GPRS
° 3 And
Secure RFID
Technology

@ solutions
@counterfeit

Dangerous goods and Hazard substances
Track and trace for

- the production industry

- the transport industry

- Trade and warehouse

K2 - .
L Ddsm

www.DGOffice.net

All transport mode
ADR/IATA
IMDG/RID

We connect secure RFID-technology to logistics solutions
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VMS is a core module including an alarm
central and a data receiver.

Main areas are process technique,

fleet management and dangerous goods.

Each of the areas consists of modules as
showed lowest in the drawing.

VMS can also connect to a control centre
for monitoring alarms.

Next step RFID reader solutions

)«

Member of the Dangerous Goods Management network

“The way to be safe is never to be secure””

System drawing
The drawing shows

- Innovation with Nano Technology VMS core and VMS modules

VYMS

Access from the Iniemnet

Alarm cenlral

e Diata receier
WMS database T Conirol centre 24885
Flaek management Process echnigues Dangerous goods RFID =
IRads Fradant [denifiatan
- a— ke o e a4 - - -
,"fTraI:kirlg-:lfthicras, “".. ,"fS-ur'.'Eiilance \‘ ;’—Lucal ADR “ f - Secure RFID tags o ‘I
I - Tracking of machines | - Chariss tabdes | -Global ADR 1 \ - Standard RFID lags=
| -Drriver books I | -Online values : % -Handbooks B F "«--.LEJ_I___.—"
:-Ftur!ning hours || -Dalsexpent I e R A
Rmaions | Reomen. |
=Flex pages =... : I =Dtz Gatermay :
=Fle reports =, = Alarmes. messages
| ~Administration } I = CGraphical animation I
\-CANbus o / | ='Water works madule I
) g s | = Cnline terminals
Tiodes | -FTP alarms f term, |
1'l:n..'-".|:|m|'l1iﬁlrE|l:i|:|n )

= TeET

We connect secure RFID-technology to logistics solutions
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Communication overview
The drawing shows VMS and the communication possibilities...

VMS —SDG // PDA/PC/Web solutions

VMS communicates with the GPS T @
devices and the control devices via R

Satellit
L,

the Internet over 2-ways GPRS.
0 Y e

GPRS is a very economic transport
method for data. PDA R

Trackingsystems

You are always online and do not
pay for the online time but only
for the transmitted data.

g b

\ Traffic control
Watar
metering

Industry -

Workstation

‘Water treadment

We connect secure RFID-technology to logistics solutions
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DANGEROUS GOODS - ON THE INTERNET
-truck driver, warehouse & administration! Welcome, DGM. ENG DNK 1 Log out
-Dangerous Goods document and look-up!
-PC/PDA & Smart phone solutions! | e \V4
Welcome
Dangerous Goods data sheet Vehicle list
Direct web look-up for transfer to document. 822:2:!2:2 S“”’e‘::ance N
- 1 surveillance S
Direct web look-up to_ dangerous Goods data Navigate vehicle
- Parcel and tank carrier data. Show map
Dangerous G search UN nr. A
Transport Module 1. Alarm
*Classification information: e g paramete
- after selected UN number and/or 1203
- after substance name
*Drivers check list: 2 English |V

- after selected UN number in 10 country languages.
*Transport emergency cards:
- after selected UN number in 42 country languages.

- and transfer to transport document. n

Transport Module 2.
Track and trace

Position ]

Can bus data Press for numerical keyboard
Surveillance of vehicle

Temperature control \w m
RFID tag module

-mrmo
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Silicon wafer

We connect secure RFID-technology to logistics solutions
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B RFEID History

(Radio Frequency ldentification Device)

RFID technology have exist for many years, and come really into a variety of logistic applications in
the 1980 in lot of simple applications. (13,56MHz 20cm read distance and only with read function).

RFID technology have up to now pass through a serious development program to get it 3 own standard.
(EPC global generation I1).

Frequency 125kHz-135kHz 13,56MHz 865 - 868 MHz 2,45 GHz
Standard ISO 18000 1S018000-3 1S018000-6 / EPC GEN2 1S018000-4
Same standard i all Same standard i all EN ETSI 302-208

Regional demand

Many installations,

tags by big volume

regions regions 4
transmitting power. (watt)
Tag type * Passive Passive Passive - active Passive - active
Energy and Induction from antenna, Induction from antenna, Electric field, far field Electric field, far field
Communication** near field near field
Read distance *** <0,6m Up-tolm 2-3 m for Europe Up-to 8 m
Licence and patent No restriction No restriction EPC GEN2 perhaps
royalty for read method
Remarks Good to metal and liquid. Big selection of A new technology on the
Widely used, equipment, Wold wide way forward.
Ripeness technology, within for smart-card. Big expectation to cheap

We connect secure RFID-technology to logistics solutions
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B RFID principle

RE-reader

Rl--antenna

Corporate Information System

We connect secure RFID-technology to logistics solutions
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B REID to day

Our secure RFID tag is build on a ASIC there have encryption and a unique identification pr tag,
that is the biggest difference from other standard tag 3 on the market there all can be cloned and/or
Changed. Our security is linked to algorithm protocol over web-services.

We can support the market with tag 3 in all frequency areas. Our future is in HF EPC global generation 11
in silicon technology and the new electrical / organic polymer materials for passive and active tag 3.
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We connect secure RFID-technology to logistics solutions
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B Where can secure RFID tag 3 be used.

Access form and to our secure tag S is a unique key. That is the owner of the tag there take decision about
who shall have access to a specific area on the tag and get information'’s.
This information can go:(from a products birth to grave)when grave is the time the product go to be waste.

In principle, RFID technology can be use everywhere there is a need for identification of a item.
Our business basis foundations is, to use secure RFID tag technology within dangerous goods and
hazardous substance, with this objective “to bring legislation down on silicon chip”in the whole supply

chain system. Production,transport,warehouse, and when the product go into the last phase as dangerous
waste.

That give us enormous possibilities and a vast number of options: track and trace, warehouse logistic,
secure document handling, slow moving stock control, counterfeit prevention. ( You name it )Everything
base on real web-service to be use world wide.

The customer potential is enormous:Public/authorities, hospital class 6.2 substances, Mail services of
dangerous Goods shipments, the army with equipment and depot logistic, aviation/air transport.
Trades and industries: Paint and lacquer industry class 3. products, the chemical industry all classes,
Warehouse facilities all classes inclusive high risk products, pharmaceutical industry, packing and
containers producers (un packing to dangerous goods).

Our secure RFID business model apply to closed supply chain systems, that means companies there have
own rotation of products between production and underlying parties like, sales and distributions,
wholesaler, warehouse facilities. Option: (Read only) (Read Write tag 3) by using active reusable tag 3,

We connect secure RFID-technology to logistics solutions
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B Understand a RFID business case

. - Secure RFID ASIC access management model is: The tag owner have control over the
access to the tag for both function, (read and write) and give special permission to an
user with a key to open a specific cell or area on the tag.

The owner of a tag can open this nine field in this showed example, 11213
A id code to use with the key and/or give other user access to some
of the nine field. The Tag communicate one code back from a enquiry 415|6
to a data cell, and make connection to the relevant web-services
and deliver the information on PC/PDA/or another media.

- Our server approval application will deliver a reliable and trustful
approval of a secure RFID tag. The customer can now use this
trustful information as a effective reliable anti counterfeit prevention tool.

- A secure RFID ASIC solution can be integrated in a existing IT system
sep-up (production and administration). Or as a stand alone implementation
by the customer/company.

- DGM-Security Solutions, DGM-SDG, Vikingegaarden, trotters and the DGM network
offer in co-operation between the customers and his system operating partner the
connection platform and interface to delivery the XML file, to integrate web-services,
and interface to systems like, SAP,AS400, Navision, Microsoft, and so on.

We connect secure RFID-technology to logistics solutions
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B Secure REID tag solutions.

Our RFID Access Management application allows the tag owner
to control access —both read and write —to the RFID tag.

71819

Our RFID Authentication application provides a trustworthy and
reliable authentication of the RFID tag and can be used as an
effective anti-counterfeiting measure.

Our RFID solution can be integrated in existing IT systems or
Implemented as a stand alone solution.

Our secure RFID solution can be integrated in supply chain
logistics.

We connect secure RFID-technology to logistics solutions
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Secure RFID taqg:

Cell 1.
Tag
Identifications
Code

Cell 3.

Product data
Specification

Cell 4. Cell 6.
UN nr

Classification y MSDS
Data 1 2 3 Data sheet

Cell 7.

Waste Cell 9.

Handling

Logistic
Sell-by date

Cell 5.
Transport
Emergency

cards

The key to . o) Cell 8.
Security _— el Customer

User manual

We connect secure RFID-technology to logistics solutions
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Cell 1. Is the unique number our tag is born with.
Cell 2. Is the producers own protected secure and safe data area.
Cell 3. Can be product specification / productions date or other data.
Cell 4. Can be the products UN nr and classification if the product have dangerous property there have to follow the

description for transport in ADR/IATA/IMDG convention and regulations.

Cell 5. Can be the access to one or more emergency cards the truck driver have to bring with him when he transporting
dangerous goods “6ne card per country and a card the driver can understand”?

Cell 6. Can give access to a (MSDS) Material Safety Data Sheet there have to follow any product there can harm people, animals
and environment. “How to do if you get something in your eyes, and information’s about transport code and so on.

Cell 7. Can be information 3 from the producer about safe waste handling of the product.
Cell 8. Can be the user manual of the product real time access to the newest user information $ for correct use.
Cell 9. Can be the stage the customer get the secure key to use with consideration to maintenance or other some

other communication with the producer or dealer (Web access and/or other useful customer services information 3
as guarantee, sell by data ) and so on.

Above-mentioned is only examples on scope of application for secure RFID-tag

Cell 1 & 2 in this example are protected with an security key, the rest is open for public use with this type of reader there can access
this secure RFID-tag.

In cell 2 can the producer or owner have physical protected supplier data for storage, and the rest open for web service access.

We connect secure RFID-technology to logistics solutions
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Legislation is our foundation:

Transport Companies

REACH IMDG
AND Sea

GHS Transport Subcontractors / Manufacture

Warehouses and stores

Legislations —ICRgEgta ADR Distributions / Import/trade

Authorities' And Air Road
Regulations Transport  Transport

Shops/shopping centre

Environment RID
AND Rail
MSDS/WPI  Transport

Consumer

End user

One stop shopping strategy 1. Isitlegally! ?

_ 2. What will other think! ?
- That require concepts 3. Isitright! ?

We connect secure RFID-technology to logistics solutions
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Market:
>We have to keep to the fact what the market actual require

—and not to what we belief the market require.

1. Isitlegally! ?
2. What will other think! ?
3. Isitright! ?

>*’Statement have to be transform into products and/or services, there

generate a safe profitable growth for our customer/companies.”’

together with high security for there end user/customer.

And statement have to show reliability; You get exactly what you have

expected, and no counterfeited product from our company.

Companies have to use new secure technology as a marketing tool!

We connect secure RFID-technology to logistics solutions
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PROCESS // CONCEPT SALES:

The three RISK Management questions is? The window to the customer is:

-Safety for people and environment!

1. Do we/you comply with the legislation?
- are we aware of all the transport regulations and the new
changes in the regulations within Dangerous Goods and
Hazardous substances.

2. Are we/you doing it right?
- do we handle Dangerous Goods and Hazardous
Substances in the right manner.

3. What does your customers say?
- Can we look at our self in a mirror and say:
"My company are in total control when talking handling and
legislation within Dangerous Goods and Hazardous Substances””

If the company are able to answer yes to these three issues, the company are in
the right direction.

If not, we DGM are able to help you with professional solutions. Including new technology
solutions.

NO AUTHORYTY HAVE CLOSE A COMPANY: BUT YOUR CUSTOMER CAN DO IT:!
We connect secure RFID-technology to logistics solutions
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DGM Security Solutions sales and development:

Concept product development > I Concept Group : :: Sales department I

One stop shopping strategy

( S P Marketing Input from

Customer ecure RFID Concept customer

; : Nano technolo

Adjustment Authority and Software to Sales and market
——\__Society the industry training

/7 ROI

External |

surroundings
DGM-
Securit Activity

LS L L p| Goal L »| Strategy L p| tat t B> Implemen- [ Response
Solutions statemen tation
Mission o
) Internal —
surroundings I Resources Lean and Risk Sales effort
And ability Management and
— Concept advertising

We connect secure RFID-technology to logistics solutions
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RFID Application

Tag owner there control the access key
Reader

DGOffice.net
On the Internet

RFID on packaging

RFID tag on pallet

Mainframe

Mainframe

—
4

Mainframe

Customer/
User

Counterfeit
prevention

Web-services
RFID-sec
DGM-SDG
VMS-track & trace

We connect secure RFID-technology to logistics solutions
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- RFIDsec Based Projects

I I

[ ]
-DGM-SDG (Dangerous Goods Management - Software development Group)
- API1 (Application Programming Interface)

We connect secure RFID-technology to logistics solutions

—

DGM-SDG
Database

Driver
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Customer
business
Application

(CBA)

RFIDsec API

RFIDsec
Services

Reader

RFIDsec Tag

’

RFIDsec Based Projects

The Customer business
application will call the
DGM-SDG database for
relevant information on
legislation and
dangerous goods
management
precautions.

DGM Security Solutions
or a partner will supply
the software need to
communicate with the
DGM-SDG database.

The Customer business
application will need to
call RFIDsec services on
the internet to perform
“Authenticity Check”’and
other services. The
Customer business
application is using the
RFIDsec API to call the
RFIDsec services. The
Customer business
application is the user
interface and “Wwhat the
user sees on the monitor
and interacts with~?

The API1 is supplied by

The RFIDsec API comes
with reference
implementations' and
code examples and
Application Programmers
Guide.

The implementation/
integration of the API
functions in the
Customer Business
application is done by
DGM Security Solution or
a partner chosen by the
customer or DGM
Security Solution.

Communication between
the Customer business
application and the RFID
tag is performed using a
RFID reader. The RFID
reader needs a reader
driver, which is supplied
by RFIDsec. The
Customer business
application is using the
RFIDsec API to
communicate with the
RFID tag.

The API1 is supplied by
RFIDsec.

RFIDsec.

-DGM-SDG (Dangerous Goods Management - Software development Group)
-AP1 (Application Programming Interface)
-CBA ( Customer Business application )

We connect secure RFID-technology to logistics solutions
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Request “drivers check list UN nr.XXXX>~

(o)

“Drivers check list”’is presented
/ A\ In The Customer Business

/’ 2\ Application

] e 1 S b 11

\\\//é “The way to be safe is never to be secure””
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User requests “drivers check
list>’on the relevant

<—> dangerous goods in the
2\ Customer Business

ya

“\ Application

Customer
Business

Application
(CBA)

CBA enquires in DGM-SDG
database on the UN number

JUSWINJ0P JUBAS|SA
a1 suinyal aseqerep aylL

Using RFIDsec API the RFID tag
Is enquired on the UN number

RFID tag returns UN number

(@)
©
—
&)
Q
2]
QO
LL
o

-DGM-SDG (Dangerous Goods Management —
Software development Group)

-AP1 (Application Programming Interface)

-CBA ( Customer Business application )

We connect secure RFID-technology to logistics solutions
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Request “authentication””

©

- Innovation with Nano Technology |

Provided the RFID tag returns
correct answer, the application
will show the relevant product data
and proof of originality

o | o
— |
Product Certificate
Tite following product is original and not copied or cloned:
“Product Name XX~

\V/ Cortifed by REMDsee secume Authentication wethod

Date: 01, Jarniary 2007
— ”='=_
o] o

-DGM-SDG (Dangerous Goods Management - Software development Group)

-AP1 (Application Programming Interface)
-CBA ( Customer Business application )

CBA sends *authentication

request”’to the product producer

Member of the Dangerous Goods Management network

“The way to be safe is never to be secure”’
(Benjamin Franklin)

User requests “Secure

authentication”’of the
dangerous goods in the
Customer Business

Application

Customer
Business

Application
(CBA)

weans ejep, . UolednuUayINg, pue
P1eq 19npoud suaniad Jaanpouid syl

Producer
database

Using RFIDsec API the RFID tag
Is requested on “authentication””

RFID tag returns unique tag id

CBA sends “authentication””
Data stream to the RFID tag

RFIDsec Tag

RFID tag returns correct answer
for “authentication””

o)
©

The producer requests
“authentication”’data from
RFIDsec webservice

RFIDsec

Services

RFIDsec returns
“authentication”’data strean

We connect secure RFID-technology to logistics solutions
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Owner has one “Mmaster key”’to
. <:> the RFID tag. Owner requests
-safety for people and environment! an additional data area with a
Legislation on silicon RFID-tag and - Innovation with Nano Technology — separate secure RS

“Key Administration” (The producen Q

—————\ Customer Using RFIDsec API implemented in
. the CBA an extra data area is created
BUS|ness with an secure key
The owner can distribute the A I . t_
secure key and grant others iIcation
CUStO m e r access to the secure data area p p
. Secure distribution is managed ( ) A extra data oron islcreated
Business CBA

In the CBA using the secure key

(e.g. a warehouse etc.)

No. 090909

@)
@©
|_
Q
Q
0,
O
LL
o

Application
(CBA)

Data to the area

CBA accesses the data area

using the secure key and can add

1dV 9yl Ul suoioduNny uo paseq
syse} palsanbal ayl swiopad pue
A ay3 sreonusyine 6e1 i4y syl

Data to the area

CBA accesses the data area

using the secure key and can add

1dV Yl Ul suoioduny uo paseq
syse} palsanbal ayl swioyad pue
Ao sy sreonusyine Bel g4y syL

No. 090909

RFIDsec Tag

No. 090909 We connect secure RFID-technology to logistics solutions
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- Tagging of radioactive isotopes & logistics

N . s s

Producer Warehouse Sales offices Transport End user /
consignee

Flow of
products

RFID on packaging

s Pallet

RFID tag on pallet

Product packaging

RFID tag on product

Example for access code-

Contents on a RFID tags

1. Identification of product and productions data.
2. Access to piece ID journal.

3. Description of the piece.

4. Access to user manual.

5. Transport code class 7 UN nr XXXX

6. Classification of radioactive Isotopes

7. Package information.

8. Original carrier data.

9. Consigner data

10 And so on.

On RFID tag: \

Unique ID code with look-up
Access to web services.

PC or PDA based
Web-services

We connect secure RFID-technology to logistics solutions
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- Secure transport .
with secure SN s s s oo
RFID Logistics

©2°2°2° 204

Tags contents: after unique id nr. to transport
Producer name:

Product name:

Product data:

Safety regulations: 00-0 to | 5-6

Un nr. XXXX

Classification ( KL 7 PG xxx ) )

Product from date: 24-09-2006

Product lot nr: 2536

Packing form: plastic, paper, or others

10. Radiation hazard: yes

11. Waste code: XXXX

12. Disposal code: XXXX

13. Handling procedure

14. Safety procedure / or MSDS

15. Special /Zextra equipment for transport: Cold store
16. Hospital name and location

17. Sell-by date.

18. And others after wish // database dependence

We connect secure RFID-technology to logistics solutions
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- tag information's highway / RFID Logistics

rack & trace
system

Producer

System

Read write
Translator

on RFID Tag

Carrier

Web services highwa

Mainframe Mainframe Mainframe

RFID-sec Vikingegaarden DGM-SDG
Web- services Web- services Web- services

We connect secure RFID-technology to logistics solutions
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- Producer Supply Chain logistics

From birth to grave””

Waste
Producers Producers Du Np-
Producer Haulage contractor Wholesaler < i(?n
D/I/F War ehouse-

Hotel DK Envircnment-
sta ion

Producers Producers Producers
Wholesaler Wholesaler Wholesaler
NO oY SE

Transport of KL 3. /KL 6.1/KL 8/KL 9. products

REé\UCH Registration Waste disposal WEST:

& / recycling Waste disposal dividei into
L egislation Documen- EAK code EAK code
2007 e Fractions code
And :
Combustion
GHS

We connect secure RFID-technology to logistics solutions
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B PDA / DGOffice / Secure RFID warehouse logistics

We connect secure RFID-technology to logistics solutions
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B PDA / DGOffice / Secure RFID warehouse logistics

Customer own Web services

Real time report to authority

[
I
24 tlmers hour a day 7/ year around.

UN 1828 Sulphur Chlorides 8, |
UN 2232 Sulphuric Acid, spent 6.1, |

We connect secure RFID-technology to logistics solutions
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0 A RFID business case Secure RFID Logistics
Patient Blood sample- Blood sample-

Patient own doctor, test tube ital admission test tube

RFID bracelet
7

Patient
bracedet

RFIDtag |21

with more 41516

securekeys L 819
RFID Tag Surgical

department. Eat'eg;
rac
Specialized
treatment E . &)
=

— N

Laboratory

Confidential We connect secure RFID-technology to logistics solutions



\\\//é “The way to be safe is never to be secure””
= - (Benjamin Franklin)
Member of the Dangerous Goods Management network
SECURITY

SOLUTIONS

-safety for people and environment!
Legislation on silicon RFID-tag and - Innovation with Nano Technology

M Hospital / Secure RFID Logistics

Classification class. 6.2
UN3373/ UN 2814 / UN 2900

A
I Clinical waste

Transport
Mail or Hospital
Other form

Patient Blood bank

Transport of KL 6.2.Diagnostic Specimens UN 3373/ | nfectious substances Human and Animals UN 2814 / Animals UN2900

Waste
Disposal After
EAK code EAK code.
Faction code And Waste-
Faction.

Registration
&

Documen-
tation Inciner ation

Confidential We connect secure RFID-technology to logistics solutions
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0 Tagging of analysssample & logistics  Example for access code-
. Contentson a RFID tags
N e s G .

1. Identification of patient and data.

Doctor / patient ~ Spedial doctor /  Hospital Patient Blood bank 2. Accessto patient journal.
Flow of sample patient / sample sample others Laboratory 3. What analysis have to be done
— | 1 Feq| fe1lh_IE: =11 4. What analysisis necessary.
OW Of sample g3 » E. 2 g . . .
b 4 " — ~ 5. Transport code class 6.2 diagnostic specimens un 3373

6. Classification of | nfectious substances un 2814
7. EAK code/ faction code/ disposal data.
: 8. Clinical waste code.

. i 9. Mal codeinformation personal protection.
RFID on packaging s On RFID tag: x

Unique I D code with look-up
Accessto web services.

RFID
Tags

= Pallet

RFID tag on pallet

Product packaging

Confidential We connect secure RFID-technology to logistics solutions
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Total surveillance of
Depot logistics

Depot

Read write
On vehicle

Satellite
Navigatio
Vi

Total surveillance of
Depot logistics
Depot

Air Force

Total surveillance of
Depot logistics

Satellite
Navigatio
iy

Depot
Navy

N Tag on equipment

Satellite ‘ Tag on equipment

Jo K

Total surveillance of
Depot logistics

Depot
Home Guard

T O T

i

Confidential material We connect secure RFID-technology to logistics solutions
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What can the objective be:

To get automatic electronic information about:

1. Changes in depot / to and hand out of equipment.

2. Running inventory/ stocktaking of materials in depot

3. Running information abut which materials are in use.

4. On which locations in the country is the equipment now ( in use or in depot )
5. Which equipment is out of country, type, nr. And actual location in real time.
6
7
8
9.
1

. What is in reparation.
. Whish equipment have to go into inspection and or maintenance, where and when.
. Is the effective validity date for ammunition overrun

Whish persons / have whish type of arms and ammunition, weapon serial number:
0. Overview over weapon total for all depots in real time.

Confidential material We connect secure RFID-technology to logistics solutions
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Put on Tag Or put on Tag Tag logistics Tag logistics Tag logistics

Contents on secure REID tags

. Defence own product nr. xxx, Nato data, lot nr.
2. Dangerous goods classifications. UN nr.
- substance name, PG 1,11,11, label.

flow of goods 3. Emergency card DK/SE/NO/QOY. or other
4. Ammunition calibre.
5. Productions date.
6. Sell-by date. Examp|e
Ammunitions
RFID on packaging Box
Pallet The access is done by unique 1D

with Web services enquirers.
RFID tag on pallet
Alternative is to store the
information on the tag. Depends
Of data amount and transfer speed

Product packaging

RFID tag on product

Confidential material We connect secure RFID-technology to logistics solutions
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The challenge legidlature ( parliaments) and thereby the production industries
arefacing in thecoming yearsis quite comprehensive:

1. That concerns product the authority want to have or be traceable.
2. Adaptationto REACH & GHS directives.
REA CH= Registration, Evaluation, and Authorization of Chemicals.
GHS= Globally Harmonized System for classification and labelling of chemicals.

3 Counterfeit of products there drain the companies ability to earn money and
thereby alower tax base.

4. Terror safety around dangerous substances. In house but also in transport.

5. Safety for population, both with consideration to food and products.

We connect secure RFID-technology to logistics solutions
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Secure RFID tag solutionsis a uniquetool to create security and have contr ol with product we buy, regardless
we likeit or not.

What about person control?

By using secure RFID, the new owner of the key to the tag is the only one there have access to information from the
tag. The tag isin silent mode until correct key access.

But what is going on:

None have until now make any objection about “BroBizz” or other automatic payment systems related to RFID, and
this is even not a secure tag.

This open RFID systems registered a person or a company there are registered as user to drive over this bridge. So we
can not sneak us over the bridge, “there will be somebody there will know it”. Is that privacy?

Even our authority in DK have no idea that this registration of citizen happened and still do in a open system. That
have in my eyes nothing to do with the legislation, privacy and surveillance society.

Argument now is: “the bill have to be send somewhere”

We connect secure RFID-technology to logistics solutions
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Quick summary:

We connect secure RFID-technology to logistics solutions
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B Security issue with RFID

General information:

The RFID tag is most commonly seen
as just an intelligent barcode.

The RFID tag is a computer
which can store information.

Access to information has
to be controlled !

We connect secure RFID-technology to logistics solutions
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B Security issue with RFID

General information about standard tags

= The RFID tag answers anybody

= The RFID tag can easily be cloned

= Data on a RFID tag can be altered

= Communication between RFID tag and reader can be
eavesdropped

= Communication between RFID tag and reader can be
recorded and re-played

We connect secure RFID-technology to logistics solutions
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B Our secure REID ASIC highlights.

= Secure RFID cryptography tags:
= A RFID tag which can be controlled by the owner
= Secure RFID tags cannot be copied, cloned or spoofed

= Secure RFID tags protects the data on the tag and ensures that no unauthorized party
has read, edited, written or deleted data

= Secure RFID tags can operate in silent mode

= Secure RFID tags can provide authentication of the tags.
= The owner can grant 3 7d party access to the tag

= The tag can hold access keys for every stakeholder

= Even on passive tags strong cryptography is embedded

= Communication between reader and tag can not be eavesdropped

We connect secure RFID-technology to logistics solutions
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B Secure RFID & Counterfeit

Secure RFID tags can be used to perform an authenticity check of

the RFID tag and hence the product / sample, the tag is attached
to

This authenticity check is performed in a way, that ensures that
the tag is not cloned, replayed or in other ways compromised

It is even possible to attach a product Certificate or other
additional information about the product / sample and this
information will also be protected and authenticated

Having an authentication for every product / sample ensures
correct handling, hand-over.

We connect secure RFID-technology to logistics solutions
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B Secure RFID —value added

=  Zeroleak Authenticity verification
— Protection against unauthorized trace
=  Sample or product Root Certificate
— Anti-counterfeiting or cloning and interchangeable prevention
— Integrated with producers own database and DGM-SDG transport database UN nr. Driven.
— Free choice of information on tag or online
- RFID-based handover with provable shift of responsibility
— Strong traceability
— Decentralized/offline handover
- Multi-key solution —RFID adapt to the situation and context
— Producer and Owner, New Owner, Shipper, waste / alarm and others
- Privacy Enhancing Design compliance with Data Regulations

Optional:

One-time-only authorized 3rd party access
— Emergency situations
— Waste disposal

- Digitally enhanced product & services

- Possibility for Direct Shipment with strong confidentiality
— Preserve buyers / confidentiality

— Crime DNA sample / and other substances (Dangerous Goods confidentiality from terrorist etc. high
risk products and terrorism (ADR 1.10)

We connect secure RFID-technology to logistics solutions
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B Secure REID adding value

=(QOur RFID security technology for RFID
solutions Is opening up for new business
opportunities

=>When Security Means Business”’

=Not just additional cost!

We connect secure RFID-technology to logistics solutions
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B The RFID world

Protection: Threats/Vulnerabilities

a N : N

After Sales

Logistics ‘

\ J

[ mr>w 70 —|Z-O'U}

= J

Ownership / Access Management

We connect secure RFID-technology to logistics solutions
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B The RFID world

Protection: Threats/Vulnerabilities
-Counterfeit
-Theft

a O 4

Logistics After Sales
icati -Warranty
- o
Au’ff_:_t:;l;t:zztlon F -Home Medication
' -Resell
- S
Tracking s e
c -CRM

\ / \_

Ownership / Access Management
Differentiated access / context specific information

4

We connect secure RFID-technology to logistics solutions
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B Data on the taq

= Using our secure RFID tags means the customers has the
choice whether data should be on the tag, in a central
database, in a local database or a combination.

= Data on the tag means;

— Ability to work offline

— Access to instant information on site

—Maintain product history on the product itself

— Better performance

— Ability to meet specific application requirements

We connect secure RFID-technology to logistics solutions
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Protection: Threats/Vulnerabilities
. SeCU re -Counterfeit
-Theft
key
e After Sales
Logistics
. P -Warranty
A ERL e ‘ ) -Home Medication
-Tracing
-Tracking = Rl
-Recall
-CRM
Ownership / Access Management
Differentiated access / context specific information

() (mmm)> (mmm)> mmm)> <mmm)>

Change of key at each point in the supply chain / product life cycle

=Each player in the supply chain / product life cycle has access to the privileged information only

M m

Possible for the brand owner to interact directly with the end user

= he brand owner can provide updated product information, manuals etc.
We connect secure RFID-technology to logistics solutions
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: : Basic Chip functionality:
B Secure RFID functionality. I o e
controlled by the owner
Communication between reader and tag 2. The owner can switch the tag into
can not be eavesdropped Bilent mode 7 in which case it

does not respond at all to any
other readers.

3. Even on passive tags strong
cryptography is embedded.

Additional Ownership / Access

Basic Web services: )
management:

i Register new link between tag and
product

i Product Originality Check

i Secure links from tag to other data

4. The owner can grant 3 7d party
access to the tag.

5. The tag can hold access keys for
every stakeholder e.g. in supply

Additional Web based services: )
chain.

i Product Certificate
i Switch tag into Silent Mode ~

i Grant access to others

We connect secure RFID-technology to logistics solutions

6. Information access can be
differentiated
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B  Privacy Mode - Authentication

Authentication request

Tag respond with oK | Validation
Authentication and )
Optional product information /
NOT OK
Silence

We connect secure RFID-technology to logistics solutions



\\\//é “The way to be safe is never to be secure””
> = <A (Benjamin Franklin)
Member of the Dangerous Goods Management network
SECURITY

SOLUTIONS

-safety for people and environment!
Legislation on silicon RFID-tag and - Innovation with Nano Technology

. Authentication @ Owner sends authentication message

Authentication is [

v

successful and product

certificate is presented RFID
owner Tag
requests
Authentication Reader authenticates
message unsugcess_fully —the tag

remains silent
v

Authenticity

Message and RFID tag authenticates
J Product certificate unsuccessfully —the
product certificate cannot

be presented
We connect secure RFID-technology to logistics solutions
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B Secure REID unique features.

= RFID from Supply Chain to Product Life Cycle

= Data on the tag

= Comprehensive and Dynamic Access Management and
Control

= Sijlent

= Brand Owner linked to Access Owner

We connect secure RFID-technology to logistics solutions
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Questions. ?

Or you can contact:

Mikkel Winther // RFID-Sec

on phone. +45 39 169 444
mobile phone. +45 26 323 062

Or

Finn C. Clausen // DGM Security Solutions
on phone. +45 75 518 722
mobile phone. +45 24 272 506

We connect secure RFID-technology to logistics solutions
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THANK YOU

We connect secure RFID-technology to logistics solutions



